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AN ACT concerning security information.

Be it enacted by the People of the State of Illinois,

represented in the General Assenbly:

Section 5. The Open Meetings Act is anended by changing

Section 2 as foll ows:

(5 I'LCS 120/ 2) (from Ch. 102, par. 42)

Sec. 2. Open neetings.

(a) Openness required. Al  meetings of public bodies
shal | be open to the public unless excepted in subsection (c)

and closed in accordance with Section 2a.

(b) Construction of exceptions. The exceptions
cont ai ned in subsection (c) are in derogation of the
requirenent that public bodies neet in the open, and

therefore, the exceptions are to be strictly construed,
extending only to subjects clearly within their scope. The
exceptions authorize but do not require the holding of a
closed neeting to discuss a subject included within an
enuner at ed excepti on.

(c) Exceptions. A public body may hol d cl osed neetings
to consider the follow ng subjects:

(1) The appointnent, enpl oynent , conpensati on,
di sci pli ne, per f or mance, or dism ssal of specific
enpl oyees of the public body, including hearing testinony
on a conplaint |odged against an enployee to determne
its validity.

(2) Collective negotiating matters between the
public body and its enployees or their representatives,
or deliberations concerning salary schedules for one or
nmore cl asses of enpl oyees.

(3) The selection of a person to fill a public

office, as defined in this Act, including a vacancy in a
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public office, when the public body is given power to
appoint under law or ordinance, or the discipline,
performance or renoval of the occupant of a public
of fice, when the public body is given power to renove the
occupant under |aw or ordi nance.

(4) Evidence or testinony pr esent ed in open
heari ng, or in closed hearing where specifically
authorized by law, to a quasi-adjudicative body, as
defined in this Act, provided that the body prepares and
makes available for public inspection a witten decision
setting forth its determ native reasoni ng.

(5 The purchase or |ease of real property for the
use of the public body, including neetings held for the
purpose of discussing whether a particul ar parcel should
be acquired.

(6) The setting of a price for sale or |ease of
property owned by the public body.

(7) The sal e or pur chase of securities,
i nvestnments, or investnent contracts.

(8) Security procedures and the use of personnel
and equi pnment to respond to an actual, a threatened, or a
reasonably potential danger to the safety of enpl oyees,
students, staff or public property.

(9) Student disciplinary cases.

(10) The placenent of individual students in
speci al education prograns and other matters relating to
i ndi vi dual students.

(11) Litigation, when an action against, affecting
or on behalf of the particular public body has been filed
and is pending before a court or admnistrative tribunal,
or when the public body finds that an action is probable
or immnent, in which case the basis for the finding
shall be recorded and entered into the mnutes of the

cl osed neeti ng.
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(12) The establishnment of reserves or settlenent of
clains as provided in the Local Gover nnent al and
Governnmental Enployees Tort Imunity Act, if otherw se
the disposition of a claimor potential claim mght be
prejudiced, or the review or discussion of clains, |oss
or risk managenent information, records, data, advice or
communi cations fromor wth respect to any insurer of the
public body or any intergovernnental risk managenent
association or self insurance pool of which the public
body is a nenber.

(13) Conciliation of conplaints of discrimnation
in the sale or rental of housing, when closed neetings
are authorized by the |law or ordinance prescribing fair
housi ng practices and creating a comm ssion or
adm ni strative agency for their enforcenent.

(14) Informant sources, the hiring or assignnent of
under cover personnel or equi pnent, or ongoing, prior or
future crimnal investigations, when discussed by a
public body with crimnal investigatory responsibilities.

(15) Professional ethics or performance  when
considered by an advisory body appointed to advise a
licensing or regulatory agency on matters germane to the
advi sory body's field of conpetence.

(16) Self evaluation, practices and procedures or
prof essi onal ethics, when neeting with a representative
of a statew de association of which the public body is a
menber.

(17) The recruitnment, credentialing, discipline or
formal peer review of physicians or other health care
professionals for a hospital, or other institution
providing nedical care, that is operated by the public
body.

(18) Deliberations for decisions of the Prisoner

Revi ew Boar d.
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(19) Review or discussion of applications received
under the Experinental Organ Transplantation Procedures
Act .

(20) The «classification and discussion of matters
classified as confidential or continued confidential by
the State Enpl oyees Suggestion Award Boar d.

(21) Discussion of mnutes of neetings lawfully
cl osed under this Act, whether for purposes of approval
by the body of the m nutes or sem -annual review of the
m nutes as mandated by Section 2.06.

(22) Deliberations for decisions of the State
Enmer gency Medi cal Services Disciplinary Revi ew Board.

(23) The operation by a nunicipality of a nunici pal
utility or the operation of a nmunicipal power agency or
muni ci pal natural gas agency when the discussion involves
(1) contracts relating to the purchase, sale, or delivery
of electricity or natural gas or (ii) the results or
concl usions of |oad forecast studies.

(24) Dangers to the safety of the public, including

di scussion of and the planning of procedures and use of

personnel and equi pnent to prevent or respond to an

actual, threatened, or reasonably potential danger to the

safety of the public or to public property.

(d) Definitions. For purposes of this Section:

"Enpl oyee" neans a person enployed by a public body whose
relationship W th t he public body constitutes an
enpl oyer - enpl oyee rel ati onship under the wusual common |aw
rul es, and who is not an independent contractor.

"Public office" neans a position created by or under the
Constitution or laws of this State, the occupant of which is
charged with the exercise of sone portion of the sovereign
power of this State. The term "public office" shall include
menbers of the public body, but it shall not include

organi zational positions filled by nenbers thereof, whether
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established by law or by a public body itself, that exist to
assi st the body in the conduct of its business.

"Quasi -adj udi cative body" neans an admnistrative body
charged by law or ordinance with the responsibility to
conduct hearings, receive evidence or testinony and nmake
determ nati ons based thereon, but does not include |ocal
el ectoral boards when such bodies are considering petition
chal | enges.

(e) Final action. No final action may be taken at a
closed neeting. Final action shall be preceded by a public
recital of the nature of the matter being considered and
other information that will informthe public of the business
bei ng conduct ed.

(Source: P.A 90-144, eff. 7-23-97; 91-730, eff. 1-1-01.)

Section 10. The Freedom of Information Act is anmended by

changing Section 7 as foll ows:

(5 ILCS 140/ 7) (fromCh. 116, par. 207)

Sec. 7. Exenptions.

(1) The followng shall be exenpt frominspection and
copyi ng:

(a) Information specifically prohi bited from
di scl osure by federal or State law or rules and
regul ati ons adopted under federal or State | aw.

(b) Information t hat, if di scl osed, woul d
constitute a clearly wunwarranted invasion of personal
privacy, unless the disclosure is consented to in witing
by the individual subjects of the information. The
di scl osure of information that bears on the public duties

of public enployees and officials shall not be considered

an invasion of personal privacy. Information exenpted
under this subsection (b) shall include but 1is not
limted to:
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(1) files and personal information naintained
wth respect to clients, patients, resi dents,
students or other individuals receiving social,
medi cal , educati onal , vocati onal , financi al,
supervi sory or custodial care or services directly
or indirectly from federal agencies or public
bodi es;

(1i) personnel files and personal information
mai ntained wth respect to enpl oyees, appointees or
el ected officials of any public body or applicants
for those positions;

(rit) files and per sonal i nformation
mai ntained with respect to any applicant, registrant
or licensee by any public body cooperating wth or
engaged in pr of essi onal or occupati onal
regi stration, licensure or discipline;

(tv) information required of any taxpayer in
connection wth the assessnent or collection of any
tax unless disclosure is otherwise required by State
statute; and

(v) information revealing the identity of
persons who file conplaints wth or provide
information to admnistrative, investigative, |aw
enforcenent or penal agencies; provided, however,
that identification of W t nesses to traffic
accidents, traffic accident reports, and rescue
reports may be provided by agencies of |ocal
governnment, except in a case for which a crimna
investigation is ongoing, Wwthout <constituting a
clearly unwarranted per se invasion of personal
privacy under this subsection

(c) Records conpiled (A) by any public body for

adm nistrative enforcenent proceedings and any | aw

enforcement or correctional agency for |aw enforcenent
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purposes or for internal matters of a public body; and

(B) by any public body for energency nanagenent pl ans,

vul nerability or risk assessnents, and security

procedures for disaster preparedness, response, and

recovery wthin the political subdivisions of the State,

i ncluding the use of personnel and equi pnent to respond

to an actual, threatened, or reasonably potential danger

to the safety of the public and public property, but only

to the extent that disclosure would:

(1) interfere wwth pending or actually and
reasonably contenplated | aw enforcenent proceedi ngs
conducted by any law enforcenent or correctional
agency;

(1i) interfere with pending admnistrative
enforcenent proceedings conducted by any public
body;

(ti1) deprive a person of a fair trial or an
i npartial hearing;

(tv) unavoidably disclose the identity of a
confidential source or confidential i nformation
furni shed only by the confidential source;

(v) disclose uni que or speci al i zed
i nvestigative techniques other than those generally
used and known or disclose internal docunments of
correctional agenci es rel ated to det ecti on,
observation or investigation of incidents of crine
or m sconduct;

(vi) constitute an i nvasi on of personal
privacy under subsection (b) of this Section;

(vii) endanger the life or physical safety of
| aw enf orcenent personnel or any other person; of

(viii) obstruct an ongoi ng crim nal
i nvestigation; or -

(ix) interfere with the planning, preparation,
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and training procedures for energency and di saster

pr epar edness, response, and recovery and the safety of

t he energency response personnel, the public, and public

property.

(d) Crimnal history record information nmaintained
by State or local crimnal justice agencies, except the
followng which shall be open for public inspection and
copyi ng:

(1) <chronologically mai nt ai ned arrest
information, such as traditional arrest |[|ogs or
bl otters;

(1i) the nanme of a person in the custody of a
| aw enforcenent agency and the charges for which
t hat person is being held,;

(ti1) court records that are public;

(tv) records that are otherw se avai |l abl e
under State or local |aw or

(v) records in which the requesting party is
the individual identified, except as provided under
part (vii) of paragraph (c) of subsection (1) of
this Section.

"Crimnal history record information"™ neans data
identifiable to an i ndi vi dual and consisting of
descriptions or notations of arrests, det enti ons,
indictnments, informations, pre-trial proceedings, trials,
or other formal events in the crimnal justice systemor
descriptions or notations of crimnal charges (including
crimnal violations of |ocal nunicipal ordinances) and
the nature of any di sposition ari sing t herefrom
i ncluding sentencing, court or correctional supervision,
rehabilitation and rel ease. The termdoes not apply to
statistical records and reports in which individuals are
not identified and fromwhich their identities are not

ascertainable, or to information that is for crinna
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i nvestigative or intelligence purposes.

(e) Records that relate to or affect the security
of correctional institutions and detention facilities.

(f) Prelimnary drafts, notes, recomendations,
menoranda and other records in which opinions are
expressed, or policies or actions are fornul ated, except
that a specific record or relevant portion of a record
shal |l not be exenpt when the record is publicly cited and
identified by the head of the public body. The exenption
provided in this paragraph (f) extends to all those
records of officers and agencies of the CGeneral Assenbly
that pertain to the preparation of |egislative docunents.

(g) Trade secrets and commercial or financi al
informati on obtained froma person or business where the
trade secrets or information are proprietary, privileged
or confidential, or where disclosure of the trade secrets
or information may cause conpetitive harm including al
information determ ned to be confidential under Section
4002 of the Technol ogy Advancenent and Devel opnent Act.
Nothing contained in this paragraph (Q) shal | be
construed to prevent a person or business from consenting
to disclosure.

(h) Proposals and bids for any contract, grant, or
agreenent, including information which if it wer e
di scl osed woul d frustrate procurenent or give an

advantage to any person proposing to enter into a

contractor agreenent with the body, wuntil an award or
final selection is nmade. Information prepared by or for
the body in preparation of a bid solicitation shall be

exenpt until an award or final selection is made.

(i) Valuable fornul ae, conputer geographic systens,
desi gns, draw ngs and research data obtai ned or produced
by any public body when disclosure could reasonably be

expected to produce private gain or public |oss.
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(j) Test guesti ons, scoring keys and ot her
exam nation data used to adm ni ster an academ c
exam nation or determined the qualifications of an
applicant for a |icense or enploynent.

(k) Architects' plans and engineers’ t echni cal
subm ssions for projects not constructed or devel oped in
whole or in part wth public funds and for projects
constructed or devel oped with public funds, to the extent
t hat di sclosure woul d conprom se security.

(1) VLibrary circulation and or der records
identifying library users with specific materi al s.

(m Mnutes of neetings of public bodies closed to
the public as provided in the Open Meetings Act until the
public body makes the mnutes available to the public
under Section 2.06 of the Open Meetings Act.

(n) Conmunications between a public body and an
attorney or auditor representing the public body that
woul d not be subject to discovery in Ilitigation, and
materials prepared or conpiled by or for a public body in
anticipation of a crimnal, civil or admnistrative
proceedi ng upon the request of an attorney advising the
public body, and materials prepared or conpiled wth
respect to internal audits of public bodies.

(o) Information received by a primary or secondary
school, college or university under its procedures for
the evaluation of faculty nenbers by their academc
peers.

(p) Admnistrative or t echni cal i nformation
associated with automated data processing operations,
including but not Ilimted to sof t war e, operating
protocols, conputer program abstracts, file |ayouts,
source listings, object nodules, |oad nodules, user
gui des, docunentation pertaining to all logical and

physi cal desi gn of conputerized systens, enployee
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manual s, and any other information that, if disclosed,
woul d jeopardize the security of the systemor its data
or the security of materials exenpt under this Section.

(q) Docunents or materials relating to collective
negotiating matters between public bodies and their
enpl oyees or representatives, except that any final
contract or agreenent shall be subject to inspection and
copyi ng.

(r) Drafts, notes, recomendations and nenoranda
pertaining to the financing and marketing transactions of
the public body. The records of ownership, registration,
transfer, and exchange of nunicipal debt obligations, and
of persons to whom paynent wth respect to t hese
obligations is made.

(s) The records, docunents and information rel ating
to real estate purchase negotiations wuntil those
negoti ati ons have been conpleted or otherw se term nated.
Wth regard to a parcel involved in a pending or actually
and reasonably contenplated emnent domain proceeding
under Article VII of the Code of Cvil Procedure,
records, docunents and information relating to that
parcel shall be exenpt except as may be all owed under
di scovery rul es adopted by the Illinois Suprene Court.
The records, docunents and information relating to a real
estate sale shall be exenpt until a sale is consunmat ed.

(t) Any and all proprietary informati on and records
related to the operation of an intergovernnmental risk
managenent associ ation or self-insurance pool or jointly
self-adm nistered health and accident cooperative or
pool .

(u) Information concer ni ng a university's
adj udi cation of student or enpl oyee gri evance or
disciplinary cases, to the extent that disclosure would

reveal the identity of the student or enployee and
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informati on concerning any public body's adjudication of
student or enployee grievances or disciplinary cases,
except for the final outcone of the cases.

(v) Course materials or research materials used by
faculty nenbers.

(w Information related solely to the interna
personnel rules and practices of a public body.

(x) Information contained in or rel ated to
exam nation, operating, or condition reports prepared by,
on behalf of, or for the use of a public body responsible
for t he regul ation or supervi si on of financial
institutions or insurance conpanies, unless disclosure is
otherwi se required by State | aw

(y) Information the di scl osure of whi ch IS
restricted under Section 5-108 of the Public Uilities
Act .

(z) Manuals or instruction to staff that relate to
establishment or <collection of liability for any State
tax or that relate to investigations by a public body to
determ ne violation of any crimnal |aw

(aa) Applications, related docunents, and nedi cal
records recei ved by t he Experi ment al Organ
Transpl antation Procedures Board and any and al
docunents or other records prepared by the Experinental
Organ Transplantation Procedures Board or its staff
relating to applications it has received.

(bb) Insurance or self insurance (including any
i ntergovernnental risk managenent association or self
i nsurance pool) clains, | oss or risk managenent
i nformation, records, data, advice or conmunications.

(cc) Information and records held by the Departnent
of Public Health and its authorized representatives
relating to known or suspected cases of sexually

transm ssi bl e di sease or any information the disclosure


SOLIMAR DFAULT BILLS NONE


© 00 N o o b~ w N Pk

W W W W W NN N NDNNDNDRNDNNR P P R B R R B R R
N W N P O © 0 N O 00 & W N B O © 0 N 0o o0 M W N B O

- 13- LRB093 03731 JAM 03761 b

of which is restricted under the |Illinois Sexually
Transm ssi bl e D sease Control Act.

(dd) Information t he di scl osure of which 1is
exenpt ed under Section 30 of the Radon Industry Licensing
Act .

(ee) Firmperformance eval uati ons under Section 55
of the Architectural, Engineering, and Land Surveying
Qualifications Based Sel ection Act.

(ff) Security portions of system safety program
pl ans, investigation reports, surveys, schedules, |ists,
data, or information conpiled, collected, or prepared by
or for the Regional Transportation Authority under
Section 2.11 of the Regional Transportation Authority Act
or the St. dair County Transit District wunder the
Bi-State Transit Safety Act.

(gg) Information t he di scl osure of which is
restricted and exenpted under Section 50 of the Illinois
Prepaid Tuition Act.

(hh) Information t he di scl osure of which is
exenpt ed under Section 80 of the State Gft Ban Act.

(1i) Beginning July 1, 1999, information that would
di scl ose or mght lead to the disclosure of secret or
confidential information, codes, algorithns, prograns, or
private keys intended to be used to create electronic or
digital signatures under the Electronic Comrerce Security
Act .

(jj) Information contained in a |local energency
energy plan submtted to a municipality in accordance
with a local enmergency energy plan ordinance that is
adopt ed under Section 11-21.5-5 of the IIlinois Minicipal
Code.

(kk) Information and dat a concer ni ng t he
di stribution of surcharge noneys collected and remtted

by W rel ess carriers under the Wreless Energency
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Tel ephone Safety Act.

(I'l) Information that, if disclosed, may conpronise

the security of public or private property, personnel, or

facilities or energency or disaster planning, response,

or _recovery.

(2) This Section does not authorize wthholding of

information or |limt +the availability of records to the
public, except as stated in this Section or otherw se
provided in this Act.
(Source: P.A 91-137, eff. 7-16-99; 91-357, eff. 7-29-99;
91-660, eff. 12-22-99; 92-16, eff. 6-28-01; 92-241, eff.
8-3-01; 92-281, eff. 8-7-01; 92-645, eff. 7-11-02; 92-651,
eff. 7-11-02.)

Section 99. Effective date. This Act takes effect upon

becom ng | aw.
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